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Every day, nearly  150,000 computers  
in Europe are infected with a virus.

Symantec estimates the loss caused by cyber criminality  
at 290  billion euros a year worldwide.

The Eurobarometer survey on cyber protection shows  
that 18% of web users are more reticent to buy on line  
due to concerns about cyber security.

According to Eurostat,  only a quarter  
of companies have a clear ICT security policy.

Source: europa.eu – March 2014
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Use the opportunities, 
manage the risks

Fast, powerful, reliable internet gets your people and business partners cooperate 

better, which is why Telenet’s constant aim is to give you optimum internet access. 

But, we’re aware of the risks to your connectivity – which could jeopardise how your 

business works.

Internet threats include data theft, privacy breaches, viruses and spam. Most 

companies know the dangers and the need for proper protection. But they don’t 

always know how to get that protection. Telenet can help. We provide expertise and 

solutions that limit and eliminate risk, so that your business can exploit the internet’s 

benefits.

Introduction

“Every business is vulnerable  
on the internet nowadays, 

regardless of scope or activity.”
 

 Martine Tempels, Senior Vice-President,  

Telenet Business

“



This white paper gets you started. It explains the risks, the possible solutions and 

products and how businesses deal with security in practice. First, Xavier Mertens, 

Principal Security Consultant, explains the most prevalent threats today and what 

aspects you need to focus on. Second, we look at how Telenet helps secure your 

connectivity and data. The third part discusses security technologies. Finally, case 

studies tell you what solutions we’ve put into practice, and what results we’ve achieved. 

We hope this contributes to safer internet use for your company. It’s aimed at all 

businesses, because these days every business is web-vulnerable, irrespective of size or 

sector. We can’t of course answer all your specific questions here. Your Telenet account 

manager and our security specialists can examine your precise needs and will be glad to 

help your further.

Martine Tempels

Senior Vice-President

Telenet Business 
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“Nowadays,  
every business is  
a potential target”

“Security is too much a matter for security specialists alone. We have to do 
more to reach end users,” says Xavier Mertens, Principal Security Consultant. 
In his view, the human element is the weakest link in security, and more has to 
be done to put a stop to security breaches. Because, the bad news is: they’re 
on an exponential rise.

Xavier Mertens: “On Belgium’s CERT.be (Cyber Emergency Team), they have the impression that 

the situation’s getting worse. Internationally, this negative trend is only confirmed. The Data Breach 

Investigations Report has investigated more than 47,000 security incidents worldwide and comes 

to the clear conclusion that, nowadays, every business is a potential target. The report also says 

that the speed and ingenuity that criminals apply in their work are greatly on the up. What’s really 

surprising, however, is that, in 78% of cases, no highly specialised knowledge or special tools were 

needed to make an incursion into a business. The report states that, in 84% of cases, the criminals 

already reached their objective within a couple of minutes. Businesses still make too little a priority of 

data security. That certainly has something to do with the costs of security, which businesses would 

sooner spare themselves. That said, the consequences of a single incident can be vast, whether on 

how the business operates or on its financial situation, or its image. Plus, the time factor also plays 

a role. Competitive pressures push firms into focusing strongly on developing new products, with a 

concomitant lack of attention to their security.”

More comfort brings more risks

“The situation is all the more alarming when you realise that the “Internet of Things” is in the full 

throes of being developed: ever more devices and machines are being linked over the internet, 

making them capable of exchanging information with each other or with people. It’s a fantastic 

development in and of itself. You can use your smartphone to remotely control your central heating 

over mobile internet. All so easy, but these kinds of connections can also be susceptible to abuse. 

Just think of company photocopiers. Nowadays, they all have an IP address. Criminals can use these 

machines to gain access to your corporate network and read off data from the machines’ buffer 

memories. If you’ve been copying sensitive corporate information, it’s out there before you know it.”  
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Think about security aspects when outsourcing

“Criminals try to wheedle their way into one company via an another. Your company may 

therefore be an interesting target, though not in its own right but rather because you do business 

with another company. Technology firms that provide services via remote access on a VPN 

are a favourite target for that very reason. If you yourself work with outside IT suppliers, you 

should make certain you know where your data is. If you keep a sharp check on everything, 

there’s no ground for unwarranted panic. The Data Breach Investigations Report says that new 

applications like cloud computing do not portend any greater risks. Quite the contrary, even. It 

seems that most breaches of security still occur via classic laptops, desktops and servers.”

The human element remains the weakest link

“Hacking machines is still a big risk, but another, increasing problem is that of phishing: falsifying 

real websites and e-mails with the aim of stealing sensitive information, like credit card numbers 

and log-in data. Phishing is booming because people just can’t help themselves from clicking on 

links and buttons without taking care to stop and think what they’re doing. One the one hand, 

there are phishing e-mails that are so badly produced that most people easily tumble to the fact 

that they’re bogus. But, because these e-mails are sent to millions of people, they nonetheless 

bear fruit for the criminals. All they need is for a couple of gullible people to allow themselves 

to be duped by the e-mail. Of more concern to companies is the trend for spear phishing: 

superb phoneys directed to specific people. They’re so well done that they’re hardly discernible 

as bogus. You think it’s a real e-mail from a real colleague. Months of work has often gone into 

making such e-mails. Awareness programmes are very important to draw staff’s attention to 

these kinds of risks. They should also realise that criminals are now working via social network 

sites and call centres.”

“Your company may be an  
interesting target, though not in its 

own right but rather because you do 
business with another company.”

 

 Xavier Mertens, Principal Security Consultant 

“



Those who make staff more aware of the issue can very quickly ensure a greater level of 

security in their business. Those that do nothing will eventually get a rap on the knuckles from 

the law. For instance, last year the European Parliament launched a new Data Protection 

Directive, which, once transposed into law, will oblige companies to notify personal data 

breaches. The Privacy Commission will also be able to impose fines, though that’s not yet the 

case. Fines will not only weigh on companies’ purses, but also dent their reputations.

Common dangers

 Botnets

Across the world, computers are infected 

without users having an inkling. Together, many 

of these computers form a botnet, a network 

that can be steered from a central command 

point to send spam, spread viruses, channel 

data unnoticed or launch attacks on computer 

systems. Botnet computers harm the infected 

business and can slow networks down. You 

might also be legally liable if your computers 

appear to be involved in criminal acts.

 DDoS attacks

Botnets are often used to carry out DDoS 

attacks (Distributed Denial-of-Service 

attacks). In a DDoS attack, the infected botnet 

computers make simultaneous connections 

to a (web)server. Due to the large number 

of simultaneous connections, that server 

becomes unavailable to others or crashes. 

This is one way to bring companies’ or 

government agencies’ systems to a standstill.

 Phishing 

Phishing is a form of social engineering in 

which people are lured, often by e-mail, to 

a false (commonly a banking) website. The 

unsuspecting users are then asked to leave 

log-in details, a credit card number or other 

confidential information.  

 Trojan horses

A Trojan horse looks like a regular program 

or data file but contains hidden functions 

that enable outsiders to gain access to the 

infected computer. Trojan horses, which 

are often sent as an e-mail attachment, 

are used to garner passwords and e-mail 

addresses or to crack bank accounts. 

Trojan horses shouldn’t be confused with 

viruses, which cause harm to computers, or 

worms, which spread from one computer 

to the next.

Xavier Mertens is Principal Security Consultant. Since 2006, he has specialised in security 

assessments and audits, security architecture and security monitoring. Just like all the 

security specialists, he’s constantly adding to his knowledge and has been awarded 

numerous internationally recognised security certificates. Follow Xavier on blog.rootshell.be
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Security as  
Telenet sees it

Security as  
a continuous process

How do you secure your connectivity, data and systems? There is 
unfortunately no clear, unequivocal answer to this question. Every 
company’s different. No single security product offers a full, plug and 
play solution. Our security approach therefore differs greatly from that 
adopted by product resellers.  

Here are the seven most-important  
benefits of the approach we take:

1   Process-oriented approach

Telenet sees security as a continuous process, beginning with an assessment or audit of 

your current situation and an analysis of your needs. Monitoring and fine-tuning are essential 

components.

2   Architectural approach

We’re convinced that security has to go much further than just products. We resolutely choose 

for an architecture approach and not for technical ad hoc solutions that, even in the best cases, 

will only offer temporary solace for your problems.  

3   Partnership in a fully independent framework

We don’t promote products but conclude partnerships based on what our clients’ needs are.  

For instance, we were the first in Europe to venture into Palo Alto Networks. We’re alone in Belgium 

in now having the highest-level partnership for both Palo Alto Networks and Check Point. These 

are leaders in the Magic Quadrant from Gartner for enterprise firewalls. Our partnership with the 

two of them demonstrates the high level of expertise we possess, the serious installed base we 

have and our ability to give good back-to-back support. 

01
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4   Pragmatism

In addition to firewalling, Telenet works on cases dealing with application delivery control, MDM 

and more. We handle cases pragmatically and take maximum account of what really counts 

in your environment. Our technical consultants also make sure you’re kept abreast of latest 

developments. They do tests in our lab, try out new versions and keep their fingers on the pulse in 

a whole range of other ways.

5   Thorough knowledge and experience 

Since 1998, we’ve had the knowledge and experience needed to introduce and optimise  

complex security architecture. At our Security Competence Center, we have a team of more than  

30 experienced specialists with an understanding of products, technologies and business processes.   

6   Open collaboration

A large number of our clients manage their solutions themselves. We take care of training, give 

advice and share our expertise at regular meetings. Even those that don’t opt for managed 

services can work with us by means of a permanent technical contact point. We communicate 

regularly and keep you up to date, such as with documentation.

 

7   Comfort

Those who want managed services can choose among a range of SLAs (service level agreements). 

We can take care of everything for you: upgrades, policy clean-up, licence administration, 

documentation, reporting, changes, and so forth. If adjustment is needed in certain quarters, than 

we tell you where action is needed. Managed services are very interesting for clients like SMEs, 

which generally don’t possess the knowledge and infrastructure to look after security themselves. 

With managed services, your company uses equipment that is housed at Telenet or we manage 

equipment for you at your premises. 

“ Before, you virtually needed a university  
degree to set up a secure VPN connection.  
Now, it’s done seamlessly for our users.”

 

 Bart Colson, VP IT Operations at Telenet

“
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“Security is first and  
foremost a business question;  

everything starts with mapping the 
biggest business risks.”

 

 Eric De Smedt, Manager Cyber Security at Telenet

From security policy  
to implementation 

Telenet doesn’t just offer security products like Check Point and Palo Alto 
Networks to others; it uses them itself. Bart Colson, VP IT Operations and 
Eric De Smedt, Manager Cyber Security, talk about their approach.

“Implementing security is an IT matter, but after that security is first and foremost a business 

question,” Eric De Smedt stresses. “Security starts with mapping business risks, starting with 

the biggest. The security policy that primarily flows from this is a management policy that the IT 

people can’t yet do much with. You have to offer it to the various areas within your organisation 

and so further develop it in the form of requirements. After that, you set control standards and lay 

down how you’re going to verify policy compliance. Then, of course, you have to continually test 

your environment, such as by means of vulnerability scans.”

 
Seamless connection

Operations, Bart Colson’s department, translates Cyber Security’s policies and guidelines into 

technical solutions. “Last year, we did a global review of our infrastructure and implemented Palo 

Alto Networks. Our entire user community, 3,000 or so users, is extremely enthusiastic about the 

migration to the new system. Before, you virtually needed a university degree to set up a secure VPN 

connection. Now, it’s done seamlessly in the background for our users, whether you’re working at 

home, in an hotel or at the office. If your PC goes into sleep mode, you can immediately get back to 

work when you return to it. All this ease of use and the transparent switch to Palo Alto Networks took 

a great deal of work in the back office. A system like Palo Alto Networks needs careful configuration, 

and that requires a great deal of input.”

02
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Early detection

Bart Colson: “Thanks to Palo Alto Networks, we now have a clearer picture of who does what, and 

where. We don’t just manage a user’s rights. We’re now able to intervene at an early stage to deal 

with problems because the system itself alerts us to abnormal behaviour. For it to do so, we don’t 

first have to tell it what ‘abnormal’ is. The system does that for us. That’s very important, because 

nowadays we have so much to deal with that it’s impossible to define and assess all the dangers 

up front. If something happens, we now know immediately and can take immediate action.”

 
Step-by-step model

Eric De Smedt: “Security is extremely important to us. We follow the ISO 27001/2 international 

standard and, as a listed company with a US principal shareholder, also have to comply with the 

US SOX regulations. But, even if you don’t want to, or can’t, comply with those stringent standards, 

you can still follow our step-by-step approach. First determine the strategy and then look for the 

solution. But don’t forget that a complex environment is harder to secure. It’s always a good thing 

to reduce complexity.”

Ready for IPv6?  
In these times when the shortage of IPv4 

addresses is increasingly being felt, Telenet is 

going all out in devoting attention to IPv6. We 

ensure that you’re ready for the switch to IPv6. 

The designs and products that we’re offering  

to our clients are already IPv6-ready and our 

consultants are well up on the subject.  

Feel free to ask them for details and advice.

12
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 Bart Colson, VP IT Operations at Telenet
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From ID checks  
to DDoS protection

Telenet’s takeover of C-CURE has given it expertise in security technolo-
gies with a track record going back to 1998. At present, we have 15 certified 
security engineers and consultants whose collective experience of security 
technologies ranges far and wide. Telenet’s partners include Check Point, 
Palo Alto Networks, F5 and other advanced products. A brief summary.

Check Point 

Telenet is a Platinum partner of Check Point Software Technologies, one of the market leaders in 

next-generation firewalling. Check Point’s solution offers not only identity and application controls 

but also a range of virtualisation features. Using so called software blades, you can additionally 

fine-tune your environment’s security to your individual needs. The modular blades are easy to 

install and configure.

  Features

• Identity control 

• Application control

• Intrusion Prevention System (IPS)

• URL filtering

• Antivirus

• Antibot

• Threat Emulation 

• Secure mobile access to corporate apps via an SSL portal site and SSL VPN

• Integrated virtual firewall (VSX)

• Extensive reporting with SmartEvent/SmartReporter

• Redundancy options (clustering) for gateway and management

13
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  Benefits

• Structured policy approach

• Suitable for several platforms 

• Excellent central management 

• Powerful malware protection

  New features in Check Point R77

• Threat Emulation blade with zero-day unknown threat protection, analysis of hostile 

behaviour in a sandbox, and sharing of findings via ThreatCloud

• Compliance blade

• HyperSPECT engine with increased performance

Palo Alto Networks 

Palo Alto Networks developed the first next-generation firewall using a high-performance single-

pass engine. The company continues today to offer very advanced, integrated security solutions. 

In 2013, technology consultant Gartner therefore again placed Palo Alto Networks among the 

leaders in its Magic Quadrant for Enterprise Firewalls. Telenet is a Platinum partner of Palo Alto 

Networks and a Palo Alto Networks Authorized Training Center.   

  Features

• Identity control

• Application control

• Intrusion Prevention System (IPS)

• URL filtering

• Antivirus 

• Antispyware

• WildFire zero-day and unknown malware protection

• GlobalProtect 

• IPSec VPN

• Virtualisation

• Redundancy options (clustering) for gateway and management

  Benefits

• Simple policy with application-based security

• Multiple platforms (50 Mbps to 20 Gbps)

• Uniform OS cross-platform 

• Web-based management

• On-demand reporting 

• Simple licence model

  New features in Palo Alto Networks 6.0

• Wildfire improvement (new file types and OS) 

• VM-Series firewall on Citrix SDX

• VM-Series NSX Edition firewall

14



Palo Alto Networks Authorized Training Center   

Telenet is a Palo Alto Networks Authorized 

Training Center. Our activities include organi-

sing three-day standardised security training 

for users of Palo Alto Networks. 

You can also learn more on what  

Palo Alto Networks is able to offer in a 

hands-on session at an Ultimate Test 

Drive workshop.
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F5 BIG-IP

F5 is known as a specialist in making applications faster and improving their availability, especially 

via load balancing; meanwhile, it is also a big player in security. With the BIG-IP Application Delivery 

Controllers (ADCs) from F5, you can optimise the speed, security and availability of applications.  

  Some of the modules available on the F5 ADC 

• BIG-IP Local Traffic Manager (LTM) improves your operational efficiency and guarantees 

the performance of your network, even at peak periods. Use LTM to protect your critical 

applications, reduce downtime, accelerate your work processes and for tasks like load 

balancing and offloading.

• BIG-IP Access Policy Manager (APM) enables authentication and single sign-on, 

regardless of location or device. APM consolidates functionalities like remote access, 

web access management and VDI and simplifies management of access policies. Your 

infrastructure is made less complex, thus reducing costs.

“Check Point is very suitable for  
large-scale management of a large  
number of firewalls and services.”

 

 Andries De Lombaerde, Senior Security Consultant at Telenet

“



• BIG-IP Application Security Manager (ASM) includes a certified firewall for extended 

policy-based web application security. Use this application for more visibility, threat 

analysis and compliance. ASM is flexible, powerful and scalable.

• BIG-IP Global Traffic Manager (GTM) steers users automatically to the closest 

or most efficient physical, virtual or cloud environment. GTM protects your DNS 

infrastructure against DDoS attacks and is a full real-time DNSSEC-solution that 

protects you against hi-jack.

  Kenmerken
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LTM

• Accelerates and optimises applications

• Analysis in real time

• Load balancing

• SSL acceleration and offloading

• Simple protocol implementation

• Protocol optimisation

• Strong protection

• Adjusted control

• Virtual and cloud flexibility

• High performance and scalability

GTM

• High DNS performance and security

• DNS caching and resolving

• Full DNSSEC protection

• Global server load balancing

• Permanent monitoring

• Application health monitoring

• Location-based routing

ASM

• Advanced maintenance

• Prevention of web scraping

• Session awareness and maintenance

• Integrated XML firewall

• Data protection and cloaking

• Correlation of offences and grouping  

of incidents

• Automatic updates of attack signatures

• Geolocation- and reputation-based 

control

APM

• Suitable for IPv6

• AAA server support

• Simple integration

• Single sign-on (SS0)

• Strong protection

• Real-time access health data

• High performance and scalability
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  New features in BIG-IP

 BIG-IP 11.3

• SSL forward proxy

• ICAP services

• Network HSM

• Unified logging framework 

 Big-IP 11.4 

• with flexibele allocatie

• iApps 

• Analytics

 Big-IP 11.5

• iControl REST Interface

• New anti-DDOS features on ASM

• APM Secure Web Gateway



Infoblox

Infoblox is a solution for central management of IP addresses and of DNS and DHCP out of IP 

Address Management (IPAM). With Infoblox, you control all the IP addresses in your organisation. 

Infoblox’s DNS service offers DNSSEC and DNS firewall security. Infoblox is fully ready for, and 

supports, IPv6.

Pulse Secure Access

With Pulse Secure Access, you give mobile users secure access to a corporate network via 

authentication from any web-enabled device. This solution combines SSL protection, standards-

based access control and bespoke policy creation.

Cisco Ironport

Cisco Ironport is a solution for safely sending and receiving e-mails with a dedicated operating 

system. The antispam and antivirus abilities are very powerful. You verify incoming mails on the 

basis of IP reputation, have SPF and domain key support and can carry out Sophos security 

checks. Cisco Ironport offers you a full, adjustable dashboard for monitoring all e-mail activity.
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“At Palo Alto Networks, 
application control  

is always on.”
 

 Bruno Gysels, Security Consultant at Telenet

“



BlueCoat

BlueCoat offers you a scalable proxy platform architecture for secure web communication and 

fast application delivery. ProxySG allows you to do flexible, fine-mesh verification of whether 

content, users, applications and protocols comply with your policies.

MobileIron 

MobileIron gives you centralised management of all your mobile devices, apps and documents. 

You decide what applications employees are allowed to use and what data is encrypted. In cases 

of loss or theft, you can remotely delete selected apps and data.
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“We’re seeing that larger companies 
that set up a VPN for a large number 

of small establishments are now 
often also including our Secured 

Internet Breakout in their packages.”
 

 Bart Van den Branden, Product Manager Security at Telenet

Solutions against DDoS
Telenet offers various solutions to protect  

your company against DDoS attacks 

(distributed denial-of-service):

• Prolexic (‘cleaning in the cloud’)

• Check Point anti-DDoS appliance

• Arbor Networks Pravail appliance

• Anti-DDoS features on F5 Big IP.

“



PROTECT YOUR INFORMATION

BELGIAN 
CYBER 
SECURITY 
GUIDE

Belgian Cyber  
Security Guide
The end of last year saw the appearance of the 

very first Belgian Cyber Security Guide, an initiative 

from various parties including the Federation 

of Enterprises in Belgium, the Chambers of 

Commerce, EY and Microsoft. The guide contains 

recommendations, a security self-assessment, 

cases and a summary of the most important 

security frameworks and contact addresses.  

The guide lists the following ten ‘must-do’ actions  

in relation to security:

01 Make users aware and train them

02  Keep systems up to date

03  Protect your information

04  Secure mobile devices

05  Only give access to information when it’s necessary

06  Enforce rules on safe web surfing

07  Use strong passwords and store them safely

08  Make and check back-ups of your corporate data and information 

09  Deal with viruses and other malware in a stratified manner

10  Work on prevention, detect problems and react

19

Telenet Secured Internet Breakout and SSL VPN

With a lengthy security track record behind it, Telenet has also developed a number of security 

products itself. Secured Internet Breakout is a next-generation firewall aimed at applications for 

businesses that have a VPN. “We’re seeing that larger companies that set up a new VPN for a 

large number of small establishments are now also including our Secured Internet Breakout in 

their packages,” says Bart Van den Branden, Product Manager, Security. The solution offers full 

protection against break-in theft, malware and viruses. It is offered as a managed service, and is 

therefore managed by Telenet itself. By extending Secured Internet Breakout with SSL VPN, mobile 

users can also access the corporate network safely and simply. Protection is effected by means of 

authentication at user level using a token and data encryption. 
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New firewall at Sint-
Blasius General Hospital
Several years ago, Sint-Blasius General Hospital started on a large-scale 
renewal of its IT infrastructure. The internal network’s capacity was enlarged 
and all homeworkers were given better connections. The old firewall was also 
dealt with. Rik Van Oost, ICT Manager: “Our firewall was six or seven years 
old. In security terms, that’s ‘aged’, or even ‘palliative’. It operated on a single 
server and was starting to become a real bottleneck. We went on a quest for a 
new solution, and that’s how we ended up with Telenet.”

Sint-Blasius’s IT department is fairly small, in common with other, similar hospitals, which is why 

the hospital looked for a partner with a total approach. “A firm that was able to take on the jobs of 

software, hardware, support and migration,” Rik Van Oost explains. “In-house, we haven’t got either 

the time or the know-how to keep a firewall up to date and do all the monitoring ourselves. We now 

have Telenet’s support for this, after they offered us a total concept.”

Total concept
Rik Van Oost: “Telenet helps with regular reviews and thereby ensures that our firewall rules 

remain coherent. They can also monitor the firewall 24 hours a day, which we’re unable to do with 

our small team. We first put our heads together to look at what we had, then brought in the new 

hardware, then took over the old firewall’s configuration, reviewed and cleaned up the rules and 

finally did the switch. Because we use the Gasthuisberg University Hospital’s Clinical Work Station 

(known as KWS) and are linked to their campus by optical fibre, we also had to take account of their 

security requirements.”

“ Telenet offered  
us a total concept.”

 

 Rik Van Oost, ICT Manager, AZ Sint-Blasius 
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Home users
Van Oost: “Whereas we previously had a number of isolated areas that were not checked by our 

old firewall, all traffic now passes through the new firewalls. We now have uniform security for all, 

without failures, without intrusion from outside and with a better response time. We’re also going 

to be getting our 120 self-employed and homeworking doctors to work using the firewall.” Fréderic 

Vannieuwenhuyse, IT Coordinator: “Our new security is fully redundant with two firewalls from 

Check Point. Because we have no control over homeworkers’ computers, we still have a few com-

patibility problems, but we should also get them resolved with the introduction of a Mobile Access 

Software Blade from Check Point.”

Procedures
Fréderic Vannieuwenhuyse: “Telenet trained two of our people so that they can manage the 

firewall. But we leave the big management tasks like updates and reporting up to Telenet.” Now 

that the firewall is operating well, Sint-Blasius can move forward by refining its procedures. Rik 

Van Oost: “We’re getting a fair number of requirements imposed on us by government, regarding 

communication both within and outside the hospital. With the link to healthcare funds, the central 

register and other agencies, we have to further formalise our security policy. Formalising procedures 

is also important because we’re aiming to get JCI accreditation for the hospital. We have to be able 

to show that we can see who has access to what at any time.”

Sint-Blasius General Hospital in Dendermonde, whose roots date back to the year 1202, is a 

modern centre for high-quality medical care. The hospital differentiates itself with its keenness 

for renewal, its patient-orientation and excellence in minimal-invasive techniques. Around its core 

values of Safety, Information, Comfort, Clinical Quality and Rapidity (known under the Dutch 

acronym of VICKS), management has constructed a strategic vision for the future. The hospital 

has 446 beds, spread over campuses in Dendermonde and Zele. Every day, more than 1,100 people 

devote themselves heart and soul to providing patients with the very best in healthcare.  

“ We leave the big management  
tasks like updates and  
reporting up to Telenet.”

 

 Fréderic Vannieuwenhuyse, IT Coordinator, AZ Sint-Blasius



“Because IT is not part of our core 
business, we prefer to outsource  

our environment’s security to  
a company like Telenet.”

 

 Frank De Winter, CEO and IT Director at Arista

Arista:  
safe in the cloud
Large organisations that have everything in the cloud? They exist.  
Arista, an external health and safety at work service, is one of them.  
The organisation’s private cloud contains 800,000 medical files and  
all 250 of their staff use the infrastructure. “If, like us, you go wholesale  
for the cloud, then security becomes extremely important,” says Frank De 
Winter, CEO and IT Director at Arista.

Arista took the decision to go to the cloud when it became autonomous. Frank De Winter: 

“Previously, we worked together with HDP and shared our infrastructure with them. When we 

became autonomous, that was no longer possible. We could then have gone forward with a 

migration process, but it was hard to estimate what impact it would have. Migrations are costly 

and risky. Their time has gone because you can more easily set up a new environment in the cloud 

alongside the old one. It’s quicker than migrating and costs less.” 

Keeping management and security apart
De Winter: “Our whole ERP infrastructure is in the cloud. Because the cloud is a shared 

environment, independent control is very important, which is why, in addition to our data centre 

partner, we have chosen a second partner for security. If you get the same supplier to carry 

out the second lot of duties, you lose part of your control. To properly regulate security in an 

environment like ours, only two companies come up as viable choices in Belgium. Telenet is one 

of them. It’s able to supply and install the right hardware, has thorough knowledge of network 
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infrastructure, understands the cloud issue, and so on. They’ve got security expertise that’s hard 

to find elsewhere. We could never get that kind of know-how to work in-house with us. Because IT 

is not part of our core business, we prefer to outsource our environment’s security to a company 

like Telenet. They offer us security in the form of managed services. And that’s easy.”

Why Telenet?
In choosing Telenet, it wasn’t just expertise and know-how that played a role. De Winter: “It was 

also the way they went about things. Telenet’s service desk is one of the best in Belgium. And 

Telenet also offers the necessary capacity. Within three months, we went from ‘nothing’ to a full 

ERP architecture in the cloud. For that, you need partners with ability. Together with them, we were 

able to achieve our goals.”

 

Frank De Winter is CEO and IT Director at Arista, an external health and safety at work service.  

The organisation does medical research, advises organisations on risk management and offers 

workers psychological assistance.



24

“The cooperation with Telenet  
Security is based on trust and  

pro-activity; a cooperation that has 
always been very enriching.”

 

 Bruno Delcourt, in charge of

the University’s Networks department.

A tailor-made firewall 
for the University of 
Namur
The University of Namur currently has six faculties, 62 laboratories, around  
6,400 students and about a thousand or so researchers. In the current age,  
the idea of not having fixed and mobile IT tools at the University is unthinkable. 
“The University has to continually update its infrastructures and technologies  
in line with the latest developments,” explains Bruno Delcourt, in charge of  
the University’s Networks department.

“We see that user behaviour has changed a great deal compared to a decade ago. Just checking 

mailboxes is no longer enough. Plus, the number of users has grown exponentially. The same goes for 

the number of mobile devices that can connect to the network. If you assume that each user has two 

or three devices, then we get to a figure of between 13,000 and 18,000 devices that can potentially 

connect to the University’s network. On top of which, students want access to their data any time, any 

place,” says Bruno Delcourt. “We’ve gone for a new security solution because we had the impression that 

expectations were no longer being met with the solution we had before. That was the momentum!  

We found the time to do more than just monitoring a couple of gateways,” he goes on.

A matter of trust
“To be sure that that everything’s going to work perfectly, it’s of course important  to start with a good 

product, but that alone is not enough. The security partner also has to be pro-active and on the 

ball. And that’s also one of the factors that have contributed to our success.” Bruno Delcourt has 

always appreciated the quality and valuable input of Telenet’s specialists, from both a technical and 
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a commercial viewpoint. But, ultimately, it was other factors that convinced him to go for Telenet: the 

new next-generation firewall from Palo Alto Networks was installed entirely to the University’s bespoke 

needs and on-site training was provided.

A continual process
Securing a network is a continual process that goes much further than just the technical features. “One 

of the big challenges was to implement an infrastructure and a series of measures that take account 

of the differences among users and their needs. Everyone who’s active on the network has to be able 

to rely on maximum security and at the same time experience the least possible inconvenience as a 

result,” says Delcourt. “The network has to be relatively easily accessible to everyone, and so a proper 

balance is needed between respect for individual freedom on the one hand and controls on the other. 

Society’s interests come first and foremost after all.”

Monitoring and reporting
Thanks to the Palo Alto solution’s detailed monitoring and reporting, we achieved more transparency. 

The solution does thorough analyses, checking that the measures we’ve introduced are working 

properly.” Bruno Delcourt is also particularly pleased with the reporting: “Very often, screenshots are 

enough. I myself no longer have to spend time on presenting the data. Even non-specialists can easily 

understand the reports. That’s an enormous time saving!”

Finer analyses and seamless integration
With the next-gen firewall from Palo Alto Networks, targeted action is possible in the field of security. 

The system carries out finer analyses: they indicate new tendencies on the network and make it 

possible to eliminate potential threats. “We can actually draw a good comparison between the 

changes that the new firewall has made and a fortified city in the Middle Ages: the city has evolved 

into a more modern, more open city, but is still guarded efficiently,” explains Delcourt. In addition, the 

firewall ensures that information is optimally synchronised with other systems and databases being 

developed within the University. “The new firewall means that the University of Namur’s entire network 

has gained in overall power and flexibility,” Delcourt confirms.

Positive feedback
“User feedback is positive because the system has remained fairly transparent. We continue to offer 

protection without impinging too much on users’ web experience. The less they notice the security 

solutions, the happier we are,” Delcourt grins. “Thanks to Palo Alto’s intuitive interface, it’s pretty easy 

to define a number of network zones, each of which is provided with specific security measures. 

Certain interventions can even be detailed to team members who are not used to regularly working 

with them.”

Results and developments
The results we’ve achieved are in line with the University’s expectations. Installation of the new Palo Alto 

firewall and its integration with existing tools went off without incident. The various user profiles have 

been enhanced with greater comfort and user-friendliness. Even Bruno Delcourt’s team have been 

able to perfect their skills. The new structure is open and evolutive: “The rules we’ve set up can be used 

for the next three to five years. We’re now laying the basis for a system that we’ll later be able to expand 

on,” Delcourt concludes.
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“A client reference gave us positive 
feedback on Telenet’s approach.  

Every single word was true.”
 

  Louis Mahy, CIO Record Bank

Record Bank puts 
agents to work quickly 
and securely
To promote its products and services, Record Bank relies on a broad network  
of independent agents. Via a coax-based WAN network, they’re in contact  
with the bank’s local head offices. “Thanks to the combination of IP-VPN  
and Secured Internet Breakout from Telenet, our agents can quickly and  
securely go on line to create and manage client files,” says Louis Mahy,  
CIO at Record Bank.

Record Bank is the result of the merger of Sodefina, De Vaderlandsche Spaarbank, SEFB Record 

Bank and Dipo. In the period 2001-2006, Record Bank then took over four other savings banks. 

Although it’s ING Bank’s second retail network, Record Bank was able to reap profit from the 2008 

banking crisis. Its deposit volume has risen from 8 to 14 billion euros since 2008.

On-line services for the agency network
The fact that the bank uses a different model from the parent bank, based on a network of independent 

agents and brokers, is part of the reason for this. The local head offices in Evere, Liège and Ghent, with an 

internal workforce of 700, support a network of 7,000 independent agents and 300 brokers. They rely 

on the bank’s experts to promote free accounts, savings offerings and home, car and personal loans. 

“We want to profile ourselves as the best choice  for consumers and local traders who want to bank in 

a simple, secure, transparent manner,” says CIO Louis Mahy. “As the bank’s IT section, we want to offer 

on-line services on our network that contribute to establishing a balance between the accelerated growth 

in internet and  direct banking and the advisory role played by our network of independent agents.  

That’s our biggest challenge.”
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Uncoupling the network from the internet
“Modern IT has led to a broader range of digital solutions in the world of banking,”  

Mahy emphasises. IT may not act as a brake to this, he finds, but has to adapt to changing 

mentalities. “Nowadays, we have to cater to mobile applications. We’ve had a unique ‘Core Banking 

System’ for the past few years, which means we can offer a whole range of distribution channels via 

our existing platform, so that we’re immediately able to incorporate trends like BYOD.”

First of all, IT took a careful look at the agency network. “Time was running out on secure VPN 

connections over internet on a classic ADSL network, and the need for greater bandwidth was 

demanding a new approach,” says Mahy. “We very much wanted our network to be more powerful 

and less dependent on the internet, and we were also about to migrate the payment terminals to 

our own network. There, too, we opted not to just go via the internet.” Telenet proposed expanding 

a coax-based WAN network via the MPLS IP-VPN backbone, a solution that immediately found 

favour with Louis Mahy. “Access to the Telenet network is not distance-sensitive and thus offers a 

guaranteed bandwidth. On top of which, the solution is flexible and amenable to being extended: 

we can set the starting speed at a minimum for each site and upgrade connections where 

necessary, without on-site intervention.” 

“In addition, with Secured Internet Breakout, Telenet was also ready with the ideal security 

solution,” Mahy continues. Telenet developed this next-generation firewall specially for 

companies with VPN. “With Secured Internet Breakout, we have one single solution with which 

we can manage internet traffic for all of our agents. It allows us to give them secure access to the 

on-line applications they need.”

Only in a few cases did it prove impossible to establish a coax connection and, there, Mahy opted  

for a VDSL/ADSL2 connection, but still managed by Telenet. “If the connection at a branch goes 

down for a long period, ‘3G cases’ are on hot stand-by, so that agents can still stay on line via a 

wireless 3G connection.”

Fast, faultless execution
The 700 agents were connected to the network within six months. “We can safely say that the 

roll-out was perfect: it’s clear that Telenet really has a grip on its expertise. For Telenet, deadlines 

are sacred. At its peak, we were completing 50 connections a week.” Louis Mahy is impressed with 

Telenet’s speed, not only in execution but also in reporting. “Project management is excellent and 

the account team has access to top management. That makes decision-making fast and execution 

more flexible. Qualitative service level agreements (SLAs) are further supplemented with accurate 

follow-up and rapid, local support from well-versed technicians. During a visit to one of Telenet’s 

client references, we were given positive feedback on Telenet’s approach. Every single word of it 

was true.”

As a subsidiary of ING, Record Bank focuses on the Belgian market for basic banking products.  

It caters to the financial needs of private individuals, the self-employed and small businesses. 

With 12 billion euros of outstanding loans, Record Bank represents 7% of Belgium’s mortgage 

market. Together with parent bank ING, it has ambitions to be the number one in instalment 

loans. Around 800,000 clients have already collectively opened about a million accounts 

with Record Bank. Of the 350,000 current accounts with free bank cards, nearly 200,000 are 

regularly used for internet banking.



Safer business and  
cooperation on the 
internet
Telenet helps you do business better on the internet and makes sure that  

your staff are able to work quickly with each other in a digital environment.  

But we also want your company to be able to work in complete security, 

which is why we’ve developed specific security solutions for SMEs with 

limited budget and have specialists that can provide answers to the most 

complex security issues facing large undertakings. This white paper tells you 

why security is so important and how we can help. Telenet is your expert for 

firewalling, antispam and antivirus, malware detection, pen tests, auditing, 

vulnerability scanning and more.

0800 66 066
telenet.be/business
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